
|| Volume 5 || Issue 12 || December 2020 ||              ISO 3297:2007 Certified                                     ISSN (Online) 2456-3293 

                                                                                    
  

 
 

IMPACT FACTOR 5.856                         WWW.OAIJSE.COM                                                            87 

ENERGY EFFICIENT AND SECURED, ARCHITECTURE OF SOFTWARE 

DEFINED NETWORK: A SURVEY 

Manoj Kumar Saini, Mahendra Singh Panwar 

Assistant Professor, Computom Institute of Information Technology and Management, Jaipur 

email: yaduvanshysaini007@gmail.com  

Assistant Professor, Computom Institute of Information Technology and Management, Jaipur 

email: panwarpanwar80@gmail.com  
------------------------------------------------------------------------------------------------------------ 

Abstract: SDN is the developing paradigm, breaking vertical integration into existing networks so that network may be 

programmed flexibly via (logical) centralised control of the network. SDN is able to adjust its fly-based network settings 

dependent on its operational environment. The technology for software defined networking (SDN) removes tight link 

amid control & data planes, which makes monitoring of network resources, safety & economies a reality in traditional 

network design. Machine learnig (ML), paired by SDN architescture, will have a significant probable in fields e.g. The 

main means of upgrading of the artificial intelligence is through network management, route scheduling, traffic 

planning, fault diagnostics & safety (AI).In this paper, we discuss concepts, advantages and inconveniences of up-to-date 

energy efficiency SDN methods. We are also able to compare current techniques, debate open topics and a guidance for 

future investigations in a short time. We also conduct a review of the various energy efficiency and network-security 

techniques adopted through SDN deployment. We examine the key active research, challenge and trend in that sector in 

order to forecast the future evolution of these new paradigms. This article enables readers to have a more 

comprehensive grasp of SDN architecture, various security threats, and EE. 

Keywords: Network definite software, virtualization of network, energy efficiency, security of SDN, OpenFlow network, 

administration of networks. 

--------------------------------------------------------------------------------------------------------

I INTRODUCTION 

The Information & Communication Technology 

infrastructure are constantly collective as no. of devices 

& applications for IoT [1] & CPS [2] increases. SDN 

stands for Software-Defined Networking, which is a 

networking technology capable of effectively 

controlling the whole network and changing a 

complicated network design into a simple and 

controllable one. Traditional networks, according to 

recent studies, are incapable of meeting rising demands 

because all network components are vertically 

combined, developing a multifaceted organization 

which is difficult to manage [1]–[4]. Traditional 

networks can only handle vendor-specific regulations 

and lack flexibility in a dynamic network environment 

[1, 2, 3]. 

 

(a)Traditional Network Architecture (b) SDN Architecture 

Fig. 1. Comparisons  of traditional network 

structural design & SDN structural design. 
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The high level changes of traditional network 

architecture and SDN architecture are compared in 

Figure 1. SDN is a hardware agnostic Next Generation 

networking paradigm that controls any networking 

equipment from a provider. The SDN is split into 

application aircraft, data flight, and control aircraft. It 

consists of two main components: controller & 

switches. The SDN controller is responsible for the 

whole network whereas network switches are 

responsible for the operation of SDN controller 

instructions.Unlike conventional networks, where whole 

system must be different to upgrade system, the SDN 

simply requires software updates, making upgrading 

more easy and lowering total costs [4]. SDN has 

garnered a great deal of attention because it is flexible to 

meet the demands of clients and user[5]–8], and can be 

computed in any high-level programming language. 

Programmable SDN allows network configuration to be 

changed to enhance overall network performance and 

identify network failure based on the operating 

environment. SDN provides security (for example  

TIPS,SDN IPS  attack anomalies) [5], EE, & network 

virtualization for boosting overall network efficiency as 

smart programmable devices become more prevalent in 

the network. 

SDN has emerged as on most prominent networking 

concepts in latest decade [1] among ideas aiming at 

simplifying network administration and facilitating 

innovation. Through clear split-up of control and data 

planes, SDN promises to simplify network management 

and enable flexibility. Control capability is shifted to a 

logically centralised controller in SDN, while network 

devices maintain merely forwarding capabilities. The 

network controller contains a northbound interface for 

the creation of high-level network management 

programmes and a southbound interface for the 

management of network devices, which is based on a 

protocol which is independent of the operator. In recent 

years, SDN flexibility and programmability have been 

employed by numerous initiatives to fulfil the ever more 

stringent network needs of diverse developments in 

technology. It adds a virtualisation layer to the network 

stack and improves network volatility [2]. Virtualization 

is widely utilised in cloud computing systems. Big data 

requires data transportation, storage and processing to 

be optimised. Networking is therefore crucial to the 

efficient processing of large-scale data[3]. Lastly, 5G 

network management needs several access technologies 

and hierarchies to be synchronized[4]. Network 

management needs to be efficient and rapid in 

responding to network improvements and requests to 

fulfil the performance expectations, but the 5G 

infrastructure is essentially complex. As the number of 

network devices rises and the capacity of the routing 

table declines, the management and configuration errors 

of the devices on a typical IP network are more and 

more complicated [2-5]. The administrator usually 

needs vendor-specific instructions to set up rules, 

routing information and a number of other network 

settings to allow the networking device to work and to 

run correctly. The researchers were prompted by device 

management's difficulty in taking into account a new 

networking paradigm, the software network outlined. 

Unlike traditional networks, the new method relies on 

decoupled hardware and a software control programme 

known as the SDN controller. When compared to the 

old way, separating software from hardware simplifies 

network management and saves money. The SDN is a 

network architecture where logic of control and 

forwarding are divided into two levels: changeable 

programme and physical infrastructure layers. Software 

Defined Network (SDN) The concepts of a network 

described by software are as follows: [6]: - The control 

plane handles IP routing and transmission options. - The 

data plane is responsible for the end-to-end data 

transmission of the network. - Central programmable 

network controlled - central management functions. - 

Open interfaces between the aircraft control device and 

the aircraft data device. Through simplified hardware, 

software, and administration, SDN can accommodate 

Dynamic character of future networking and smart 

application operations while reducing operating 

costs[2]. After unconnection, the SDN control plane will 

have strong processes by removing the hardware 

restriction of network design and will provide more 

rapidity and flexibility for network devices such as 

routers and switchs in the field of routing instructions 

and energy management.Every part of the network has 

been touched by innovations that mix SDN and AI. 

First, The NTM Management and Operations refers to 

the unified management of multiple types of resources 

such as computers, storage and networks, as an integral 

part of the SDN network control capabilities.Network 

policies and regulations are centralised with SDN 

applications. They also provide a number of features 

that allow administrators to use machine learning to fix 

network problems. In the SDN architecture, network 
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traffic control and management are performed using ML 

Simultaneous methods. Since the controller contains all 

the knowledge about physical networks and business 

needs, network traffic control is easy with a holistic 

approach. SDN also includes security problems such as 

DDoS assaults and unauthorised access that should not 

be disregarded. SDN also brings security issues. The 

SDN controller would nevertheless allow DDoS and 

other anomalies to be identified based on the SDN 

architecture for the flexible and multidimensional 

properties, as well as the ML techniques of network data 

collection and analysis, therefore increasing and 

ensuring network security. Moreover, the rapid increase 

in technology development and terminal development 

led to technological upgrades and to them entering a 

new stage of development, notably for multimedia 

applications at all levels. We also conduct an inquiry 

into various strategies utilised to enhance network 

energy efficiency by using SDN. • By categorising it in 

two sections, we give a complete investigation on SDN 

safety issues, one of the main contributions in the 

article. Section one examines the risks which may be 

managed via the implementation of SDN, section two 

discusses security problems arising from the 

implementation of SDN, as well as remedies. 

•  We may summarise SDN security threats and reactions 

in tabular style for a side-by-side comparison.. 

• We give a side-by-side comparison of a number of ways 

for conserving energy through SDN and an overview of 

modern technologies to minimise the use of energy in 

SDN. 

• We cover research difficulties,open,  recommendations 

& problems  for ‘SDN’ that must be solved in order for 

it to achieve its full potential. 

II BACKGROUND OF SDN 

The concept behind it evolved in the 1990s, despite the 

fact that the word SDN was established during the 

previous decade, due to the necessity to offer user-

controlled transmission in network nodes[6]. As a 

remedy to the current networking problems in the 

1990's, researchers proposed programmable networks, 

and new programmable network concepts such as 

Active Networking , OPENSIG and DCAN began to 

emerge. OPENSIG[7] suggested a technique that user  

programmable network interface to control network 

hardrware. The Active Networking[8] suggested user 

programmable switches and capsules (user message 

snippets), processed and performed by routers. 

DCAN[9] is an SDN-like network control-management 

protocol intended to remove and integrate control and 

management layers from network devices. During the 

2000s, several SDN-like methods were introduced. 4D 

project[8] is designed to construct a network of three 

levels: a decision-making plane, a discovery plane 

(information on the data plane) and a control plane. 

Similar approaches to SDN are another example of 

NETCONF. [8]. It features a layered structure and a 

method for installing, changing, or deleting network 

device settings based on network demands, as well as 

providing a safe environment while conveying the 

configuration environment [7]. Furthermore, Ethane 

[10] was an early version of OpenFlow. Using a 

centralised controller, the project controlled the 

network's policies and security. 

The principles garnered from many supporting 

technologies gleaned SDN until the early 1990's. The 

design was taken from the telephone network control 

point that separates the data and aircraft.This technique 

was cost-effective and safe. Through an application 

interface, active networks offered programmability to 

the network. Active networking approaches such The 

capsule model and the programmable router switch 

model for Temperatur virtual network infrastructure 

(VINI) give the capacity to govern different actions and 

occurrences. Although they were identified far earlier, 

the absence of appropriate infrastructure and technology 

prevented them from being used.OpenFlow, which was 

introduced in 2008, was the first important contribution 

to SDN. 

 

Fig. 2. Block diagram of (SDN) software defined 

network architecture. 
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A. SDN Architecture 

There are three layers of an SDN as shown in Fig. 2: (ii) 

Control layer(supervision of whole network level), (iii) 

applications of application layers Application 

(supervision of the entire network) (transfers 

instructions or requirements to the controller). Figure 2 

shows the basic structure of SDN. There are three main 

tiers of application, controllinginfrastructure layer 1) 

Data layer/infrastructure: SDN contains network devices 

like routers, switch and access points for the 

infrastructure layer (also known as the data layer). This 

cohabit with the physical switch [6], [7] virtual shifters 

like Open Switch, Indigo, Pica8, Nettle, and Open Flow. 

The major purpose of the data plane is to route paquets 

in line with its given rules/policies. 2) Control layer: 

Controller that supervises all SDN activity consists of a 

control layer. This is the layer that connects the 

infrastructure with the application layers. The controller 

is responsible for the complete flow of traffic and 

provides all routing, transmission and packets with code 

[9]. The distributed environment's controllers interact 

with one another. Rawat And Reddy: Security, Energy 

Efficiency, And Software Defined Networking 

Architecture 327 others through east-west and east-west 

interconnections . The control layer and layer of the 

infrastructure communicate with southbound APIs, For 

example, OpenFlow, Net Conf, etc. Application Layer: 

The major SDN layer is the application layer as shown 

in Fig. 2.it is in charge of business and safety 

applications. The layer covers the virtualization of the 

networks, IDS, IPS, firewall deployment and 

management of mobility. It has a few examples. As 

depicted in Fig. 2, the Applied This laying is connected 

to control layer by the Control Plane Interface (A-CPI), 

termed the Northbound Application Interface. 

SDN Characteristics 

In comparison to traditional networks, SDN enables 

great performance and flexibilitySDN enables 

centralised network control through a controller that 

monitors and automates programme use activities in all 

networking devices such as switches, routers and 

firewalls. It enables the network to quickly and 

dynamically change traffic patterns to increase network 

performance, safety and efficiency. Openness to 

innovation via SDN is a free source platform for 

networking to explore, innovate and evolve. Traditional 

networks are specific and unchangeable. The openness 

of SDN does not influence network performances. [10]. 

B. SDN Applications 

Data centres are the most common locations for storing 

information and data. In traditional networks, the 

topology of data centres is complicated and difficult to 

maintain. Because it lacks a full perspective of the 

network, the available resources are underutilised. SDN-

enabled data centres may dynamically react to changing 

requirements by increasing or contracting their size. 

SDN's global traffic management capabilities may be 

used to increase overall network performance and use of 

resources while also reducing network energy 

consumption. Upgrading not only costs for restoring the 

complete network, but also risk loss of important 

information in conventional networks. SDN is able to 

update data centres, to modify network overall 

workflow or to reduce overall performance, without 

losing data. 

I. Analysis of energy-saving strategies and offered 

solutions 

SDN stands for Software Defined Network. In other 

words, chip, node or grid level energy efficiency may be 

accomplished by optimising hardware or software. For 

the controller or access nodes, software-based solutions 

are utilised, and hardware-based solutions for 

forwarding switches.Adjusting the pace of the 

connections; load balancing between the linked 

connections; diverting the circulation flow; turning a 

device on or off (or only one portion of it) and other 

important SDN energy efficiency methods.The frequent 

under-use of network components inspires traffic 

solutions such as the modification of the rate of 

connections, the load balance between connections, and 

the transmission of traffic. This saves a large amount of 

energy when network conditions and the traffic charge 

are dynamically activated or removed from network 

devices (or portions of them, such as a forwarder switch, 

CPU and port). Another approach to conserve energy in 

SDN is to establish rules. It primarily focuses on where 

the rules should be placed in forwarding switches, In 

order to guarantee that equivalent flowing follow similar 

paths, it should also be established as many rules (a 

forwarding switch can only hold a set amount of rules). 

The SDN forwarding switches are also utilised for 

TCAM. The literature attempts to minimise the memory 

demand of the information contained in transmission 

switches with the TCAM approaches; because TCAM is 

highly expensive and power demanding. Last but not 

least, physical parts in a virtualized network might 
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include several virtual network structures. As a result, it 

may lower the cost of building new hardware for the 

new network as well as the amount of energy required 

by that gear. Network virtualization also offers dynamic 

network capabilities, such as rapid transfer from an old 

system to a new one in the event of an urgent network 

change [9]. This virtualization network capacity also 

contributes to better efficiency and energy efficiency. In 

order to test its effectiveness, all energy efficient SDN 

approaches mentioned in Section IV analyse their own 

simulation environment. 

These techniques employ entirely distinct settings, 

topologies, network conditions, and simulation tools, 

and there is little to no comparison across existing 

approaches. The authors simply compare their 

algorithms' efficiency to that of a typical networking 

situation. As a result, comparing their efficiency in 

terms of energy savings is exceedingly difficult without 

installing these solutions one at a time on the same 

platform. In this part, we shall analyse each technology's 

forecast energy efficiency levels independently. The 

assessment criteria are based on the many metrics for 

each method, including target environment (stationary 

or mobile or data centre), maximum potential output, 

coverage, number of active connections/descriptions, 

effect of each utilised parameter, simulation 

topology,results achieved, static/dynamic network 

structure 

implemented,benefit/disadvantageous/disadvantageous-

198 – M.f. Tuysuz et al. (2017) 113 188–224 sweat 

computer networks). The operational impact (chip, node 

level, network level), additional protocols, etc, supports 

protocol advantages and drawbacks.We believe that we 

shall be able to reach a shared opinion on these 

recommended work by benchmarking the metrics 

indicated above, which are extensively explored in 

Section 4. In this context, we provide a fast comparison 

and describe the problems that may arise in Table 1 to 

highlight the features, differences and energy gains 

anticipated in SDN solutions with energy efficiency. As 

Table 1 shows, there are three degrees of the projected 

energy increase: I high, (ii) medium and (iii). High 

means that the suggested system saves substantial 

energy while enhancing performance or reducing output 

loss at the same time.The word "medium" refers to the 

expected energy saving of the proposed system at the 

cost of a slight loss in output.Finally, Low denotes that 

the suggested strategy is only projected to save a little 

quantity of energy while reducing throughput. In 

addition to energy efficiency, the most suggested SDN 

solutions are based, as stated in Table 1, on a single 

energy efficiency strategy.These approaches, on the 

other hand, are largely independent of one another and 

may be combined to enhance energy efficiency even 

further4. Problems, obstacles, and potential research 

directions 

Although SDN architecture as a troubleshooter has been 

deployed, it also presents new problems. Due to the 

separation of the control and data planes the risk of 

network assaults utilising SDN might increase.Software 

control, data control and connection with control-

applications,all of which were recently introduced, may 

be vulnerable. In addition, there is a shortage of SDN 

security applications, such that the Northbound API can 

securely transmit control and application layers. 

Network component coexistence is another challenge in 

the network business because there are numerous 

manufacturers and operators. Independent components 

must be assembled to form an SDN framework; hence, 

network elements must be interoperable. In a multi-

vendor sector like this, there should be a standard for 

network device interoperability. SDN allows users to 

control the network through applications, therefore 

creating a dynamic network structure. The number of 

applications for the management and control of the 

network, however, is not enough. In this way further 

work will be needed [7]. Dynamically switches  network 

(or part of it) on/off based on channel use can save 

energy, as mentioned in Section 4. However, as energy 

efficiency, latency and performance are interdependent, 

it is tough, an NP-hard problem. In the literature, very 

little theoretical attention has been paid to the energy-

efficient SDN paradigm. In future, optimisation 

problems that focus on these trade-offs might be 

explored. These problems can also be examined using 

approximation or parametric complexity approaches. 

Dynamic networks offer a considerably harder 

environment for optimization problems and are thus 

crucial with low-complexity heuristic techniques while 

addressing these tradeoffs. 

III CONCLUSION 

An assessment of a variety of energy saving techniques 

was collected and carried out by means of a table using 

SDN. We assess the problems and research efforts in 

SDN in order to forecast the future evolution of this new 

paradigm. The application for which the SDN is 
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intended determines the selection of various SDN 

parameters. Optimum SDNs may differ from the 

optimum SDNs of traditional data centre networks for 

smart grid networking, for instance, and the optimal IoT 

SDN might differ from the ideal SDN for cyber-

physical systems, etc. This study aims to assess the 

energy efficiency standards with particular criteria like 

the environment needed for the present energy-centric 

SDN methods, possible performance, number of active 

connections, architecture for simulations and obtained 

results. Efficiency adjustment, load balancing among 

connections, traffic routing, turning on / off device, 

regulator positioning, TCAM reduction and network 

virage all are essential energy savings technique for 

SDN. We show that the proposed energy-orientated 

SDN systems can offer a variety of benefits including 

balancing QoS and energy efficiency using a quality 

networks management system, offering various traffic 

change options, allowing fair share routing, supporting 

low activity energy management and reducing the 

number of active energy efficiency equipment. 
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