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Abstract: With the improvement of sharing economy, crowdsourcing as a disseminated registering worldview has 

become progressively unavoidable. As one of key administrations for most crowdsourcing applications, task coordinating 

has likewise been broadly investigated. Be that as it may, privacy issues are generally overlooked during the assignment 

coordinating and y existing privacy-preserving crowdsourcing systems can at the same time secure both task privacy and 

laborer privacy. This paper efficiently breaks down the privacy holes and potential dangers in the assignment 

coordinating and proposes a solitary watchword task coordinating plan for the multi-requester/multi-specialist 

crowdsourcing with proficient specialist renouncement. The proposed plan not just secures information classification and 

personality obscurity against the group server, yet in addition accomplishes inquiry discernibility against exploitative or 

disavowed laborers. Point by point privacy examination and exhaustive execution assessment show that the proposed 

plan is secure and possible 
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I INTRODUCTION 

Crowdsourcing [1] has developed as a successful approach 

to manage complex undertakings that require human insight 

or machine calculation. Many online and versatile based 

crowdsourcing stages, e.g., Amazon Mechanical MTurk1 , 

CrowdFlower2 what's more, TaskRabbit3, have been set up 

for an immense number assignments going from house 

improvement to content interpretation. In such a 

crowdsourcing stage, task requesters can distribute errands to 

the stage (swarm server) and errand laborers can question the 

assignments of their interests. As a key help of 

crowdsourcing, task coordinating has pulled in a great deal of 

consideration from both research network what's more, 

industry. In the present arrangements [2]–[4], the crowdserver 

performs exact undertaking laborer coordinating dependent 

on task necessities indicated by requesters and inquiries put 

together by laborers. Since the prerequisites and inquiries 

normally contain touchy data but then the group server isn't 

completely believed, such arrangements will unavoidably 

unveil the touchy data of undertakings and laborers to the 

group server. Existing privacy-preserving systems, 

particularly in spatial crowdsourcing, just save specialist data 

however overlook the security of errand data [5]–[7]. The 

group server can surmise the laborers' data by joining the 

undertaking specialist coordinating outcome with the 

undertaking data, and hence these onesided systems can't 

completely save the laborer privacy in the end. Subsequently, 

it is important to ensure both undertaking privacy what's 

more, laborer privacy against the group server during the 

assignment coordinating. Encryption-before-redistributing is 

a basic strategy to secure the privacy. Accessible encryption 

(SE) is a significant strategy that appears to give a decent 

answer for the taskworker coordinating over the scrambled 

information in crowdsourcing. The majority of SE plans [10]–

[18] just permit the inquiries from a solitary client holding the 

secret key. Be that as it may, there are various requesters and 

numerous specialists in crowdsourcing. It is infeasible to let 

every one of the clients (requesters and laborers) share a 

similar secret key, as each client denial will acquire the 

update of the put away scrambled information and the key 

redistribution to all the non-revoked clients. Also, in the 

interim, client responsibility can't be accomplished in a 

provable way at the point when the secret key is spilled. It 

doesn't work either to just let every laborer have its very own 

secret key and offer this key with every one of the requesters. 

To make distributed undertakings accessible by every one of 
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the laborers, for this situation a requester needs to encode a 

task with every specialist's key and present various duplicates 

of encoded assignments to the group server. This will bring 

about a gigantic measure of calculation and transmission 

overhead. Consequently, the single-client SE can't be 

legitimately applied in the multi-client task coordinating in 

crowdsourcing. Intermediary re-encryption is a significant 

method to accomplish multiuser SE [8], [9]. Be that as it may, 

in these intermediary based arrangements, clients' 

personalities should be unequivocally transmitted to the 

server together with the scrambled information for serverside 

re-encryption, which will prompt the character spillage. 

Another elective arrangement is to use communicated 

encryption to produce a particular secret key for every client, 

and in this manner each client can question the scrambled 

information with its own key [28]. In any case, since the 

client secret keys are altogether gotten from a basic ace secret 

key, client disavowal will acquire a high overhead for re-

figuring and redistribution of the new keys. It is hard to 

structure a privacy-preserving task coordinating conspire that 

can all the while accomplish character secrecy and proficient 

renouncement.  

In this paper, we structure an unknown privacy-preserving 

task coordinating plan with effective specialist denial in the 

multi-requester/multi-laborer crowdsourcing frameworks. 

Our plot not just secures information privacy and personality 

namelessness against the group server, yet in addition 

accomplishes recognizability against the dishonest specialists 

and revoked laborers.  

We additionally investigate its security and execution through 

itemized security investigation and execution assessment, and 

the outcomes show that our plan is secure and achievable. 

The primary commitments of this paper can be outlined as 

pursues:  

• This paper deliberately breaks down the privacy spills and 

potential dangers in the undertaking coordinating for 

crowdsourcing furthermore, characterizes a lot of privacy 

prerequisites against the swarm server, dishonest specialists 

and revoked laborers.  

• Compared with the intermediary based arrangements [8], 

[9], the proposed plan accomplishes the undertaking 

coordinating without spilling character privacy.  

• Compared with the communicate based arrangements the 

proposed conspire underpins proficient specialist denial with 

negligible overhead on the group server, and in the mean time 

without re-registering and redistributing new keys to the non-

revoked laborers.  

II LITERATURE SURVEY 

Remember outsourcing? Sending jobs to India and China is 

so 2003. The new pool of cheap labor: everyday people using 

their spare cycles to make content, solve problems, even do 

corporate R & D.[1] 

As researchers embrace micro-task markets for eliciting 

human input, the character of the posted tasks moves from 

those requiring simple mechanical labor to requiring specific 

cognitive skills. On the opposite hand, increase is seen within 

the number of such tasks and therefore the user population in 

micro-task market places requiring better search interfaces for 

productive user participation. In this paper we posit that 

understanding user skill sets and presenting them with 

suitable tasks not only maximizes the over quality of the 

output, but also attempts to maximize the benefit to the user 

in terms of more successfully completed tasks. We also 

implement a recommendation engine for suggesting tasks to 

users supported implicit modeling of skills and interests. We 

present results from a preliminary evaluation of our system 

using publicly available data gathered from a variety of 

human computation experiments recently conducted on 

Amazon’s Mechanical Turk.[2] 

In crowdsourcing systems, tasks are distributed to networked 

people to finish such a company’s cost are often greatly 

reduced. Obviously, it's not efficient that the quantity of your 

time for a worker spent on selecting a task is comparable that 

spent on performing on a task, but the monetary reward of a 

task is just a small amount. The available worker history 

makes it possible to mine workers’ preference on tasks and to 

provide favorite recommendations. Our exploratory study on 

the survey results collected from Amazon Mechanical Turk 

(MTurk) shows that workers’ histories can reflect workers’ 

preferences on tasks in crowdsourcing systems.[3] 

Crowdsourcing allows to build hybrid online platforms that 

combine scalable information systems with the power of 

human intelligence to complete tasks that are difficult to 

tackle for current algorithms. Examples include hybrid 

database systems that use the gang to fill missing values or to 

sort items consistent with subjective dimensions like picture 

attractiveness. Current approaches to Crowdsourcing adopt a 

pull methodology where tasks are published on specialized 

Web platforms where workers can pick their preferred tasks 

on a first-come-first-served basis.[4] 

Spatial Crowdsourcing (SC) is a transformative platform that 

engages individuals, groups and communities within the act 

of collecting, analyzing, and disseminating environmental, 

social and other spatio-temporal information. The objective of 

SC is to outsource a group of spatio-temporal tasks to a group 

of workers, i.e., individuals with mobile devices that perform 

the tasks by physically traveling to specified locations of 

interest. However, current solutions require the workers, who 

in many cases are simply volunteering for a cause, to disclose 

their locations to untrustworthy entities. In this paper, we 

introduce a framework for protecting location privacy of  

workers participating in SC tasks.[5] 
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Spatial crowdsourcing is an emerging outsourcing platform 

that allocates spatio-temporal tasks to a group of workers. 

Then, the worker moves to the required locations to perform 

the tasks. However, it always demands workers to upload 

their location information to the spatial crowdsourcing server, 

which unavoidably attracts attention to the privacypreserving 

of the workers’ locations. In this article, we propose a 

completely unique framework which will protect the situation 

privacy of the workers and therefore the requesters when 

assigning tasks to workers. Our scheme is predicated on 

mathematical transformation to the situation while providing 

privacy protection to workers and requesters. Moreover, to 

further preserve the relative location between workers, we 

generate a particular amount of noise to interfere the spatial 

crowdsourcing server. Experimental results on real-world 

data sets show the effectiveness and efficiency of our 

proposed framework.[6] 

Mobile crowdsourcing (MC) may be a transformative 

paradigm that engages a crowd of mobile users (i.e., workers) 

within the act of collecting, analyzing, and disseminating 

information or sharing their resources. To ensure quality of 

service, MC platforms tend to recommend MC tasks to 

workers supported their context information extracted from 

their interactions and smartphone sensors. This raises privacy 

concerns hard to deal with thanks to the constrained resources 

on mobile devices. In this paper, we identify fundamental 

trade-offs among three metrics–utility, privacy, and 

efficiency–in a MC system and propose a flexible 

optimization framework that can be adjusted to any desired 

trade-off point with joint efforts of MC platform and 

workers.[7] 

Many crowdsourcing platforms have been developed, which 

enable workers to finish a broad range of complex tasks 

published by task requesters. Existing task recommendation 

systems require sensitive information like task content and 

interests of workers, which has raised serious privacy 

concerns. In order to preserve users’ privacy in 

crowdsourcing, we propose a secure task recommendation 

scheme that achieves the preservation of task privacy and 

worker privacy simultaneously. Based on proxy 

cryptography, we realize the encrypted keyword-based 

matching between task specification and worker interest, and 

the encryption and decryption of task content, both in the 

multiuser environment.[8] 

Crowdsourcing may be a distributed computing paradigm that 

utilizes human intelligence or resources from a crowd of 

workers. Existing solutions of task recommendation in 

crowdsourcing may leak private and sensitive information 

about both tasks and workers. To protect privacy, information 

about tasks and workers should be encrypted before being 

outsourced to the crowdsourcing platform, which makes the 

task recommendation a challenging problem. In this paper, 

we propose a privacy-preserving task recommendation 

scheme (PPTR) for crowdsourcing, which achieves the task-

worker matching while preserving both task privacy and 

worker privacy. In PPTR, we first exploit the polynomial 

function to precise multiple keywords of task requirements 

and worker interests. Then, we design a key derivation 

method based on matrix decomposition, to realize the multi-

keyword matching between multiple requesters and multiple 

workers. Through PPTR, user accountability and user 

revocation are achieved effectively and efficiently. Extensive 

privacy analysis and performance evaluation show that PPTR 

is secure and efficient.[9] 

It is desirable to store data on data storage 

servers like mail servers and file servers in encrypted 

form to scale back security and privacy risks. But this 

usually implies that one has got to sacrifice functionality 

for security. for instance, if a client wishes to retrieve 

only documents containing certain words, it had been not 

previously known the way to let the info storage server 

perform the search and answer the query without loss of 

knowledge confidentiality.[10] 

III PROPOSED APPROACH 

We consider a dynamic crowdsourcing system where any task 

requester can publish its encrypted tasks on an untrusted 

crowdsourcing server such that only authenticated task 

workers can search over the tasks of their interests. In the 

system, the workers may join and leave the system 

dynamically. For a revoked worker, it will no longer have 

permission to query the tasks. As shown in Fig. 1, there are 

four entities in the crowdsourcing system: a key manager 

(KM), a crowdsourcing service provider (crowd-server), 

multiple requesters and multiple workers.  

                 
Figure 1 .System Model 
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The KM is in charge of system initialization, worker 

enrollment and revocation. Initially, the KM setups the 

system to publicize public parameters and assign a distinct 

secret key to each participating worker. When publishing a 

task, a requester encrypts the requirement for the task, and 

then publishes the requirement ciphertext to the crowd-server, 

together with the task content in encryption form. To retrieve 

the tasks of its interest, a worker generates the trapdoor and 

the signature on a query using its secret key, and submits 

them to the crowd-server. When receiving the query request 

from a worker, the crowd-server authenticates the worker and 

sends the matched tasks to the worker by matching the 

requirements with the trapdoor. After that, the worker can 

decrypt the task contents and carry out them. Note that the 

encryption and decryption of task content is out of scope of 

this paper. The KM can also trace back the identities from the 

suspicious signatures. 

Workers are not always fully trusted. They can be categorized 

into two classes: 

• Dishonest worker is a legitimate worker in the system but 

may be dishonest in the sense that it may leak its secret key to 

other illegitimate (outside) workers to make profit. 

• Revoked worker was a legitimate worker but now it has no 

permission to search over the encrypted tasks on the crowd-

server. After revocation, it may forge the current legitimate 

workers to send the queries to the crowd-server.  

Based on the above adversaries, we set the following privacy 

requirements: 

• Confidentiality. Ciphertexts and trapdoors should be 

protected from the crowd-server. 

• Anonymity. Given the queries from the legitimate workers, 

the crowd-server and other inside or outside workers cannot 

discover their identities, and decide whether any two queries 

come from a same worker. 

• Traceability. Underlying identities of the queries can always 

be recognized by the KM. It includes unforgeability that 

queries from a legitimate worker cannot be forged by any 

outside worker, and revocability that revoked workers no 

longer have permissions to query. 

IV CONCLUSION 

We systematically studied the privacy issues in the task 

matching for crowdsourcing and defined a set of privacy 

requirements against the crowd-server, dishonest workers and 

revoked workers. Then we designed a singlekeyword task 

matching scheme in the multi-requester/multiworker 

environment. Compared with the existing proxy-based and 

broadcast-based solutions, the proposed scheme achieves 

identity anonymity and efficient revocation, meanwhile can 

be adapted to realize various matching functions. Finally, we 

analyzed the performance of the proposed scheme from both 

theoretical and experimental aspects. The detailed 

performance evaluation shows that the proposed scheme is 

feasible for practical use. 

REFERENCES 

[1] J. Howe, “The rise of crowdsourcing,” Wired magazine, 

vol. 14, no. 6, pp. 1-4, 2006.  

[2] V. Ambati, S. Vogel, and J. G. Carbonell, “Towards Task 

Recommendation in Micro-Task Markets,” in Proceedings of 

Human computation, 2011, pp. 1-4.  

[3] M. C. Yuen, I. King, and K. S. Leung, “Task 

recommendation in crowdsourcing systems,” in Proceedings 

of the First International Workshop on Crowdsourcing and 

Data Mining, 2012, pp. 22-26.  

[4] D. E. Difallah, G. Demartini, and P. Cudr-Mauroux, 

“Pick-a-crowd: tell me what you like, and i’ll tell you what to 

do,” in Proceedings of the 22nd international conference on 

World Wide Web, 2013, pp. 367-374.  

[5] H. To, G. Ghinita, and C. Shahabi, “A framework for 

protecting worker location privacy in spatial crowdsourcing,” 

Proceedings of the VLDB Endowment, vol. 7, no. 10, pp. 

919-930, 2014.  

[6] Y. Shen, L. Huang, L. Li, X. Lu, S. Wang, and W. Yang, 

“Towards Preserving Worker Location Privacy in Spatial 

Crowdsourcing,” in Proceedings of IEEE GLOBECOM 2015, 

2015, pp. 1-6.  

[7] Y. Gong, L. Wei, Y. Guo, C. Zhang and Y. Fang, 

“Optimal task recommendation for mobile crowdsourcing 

with privacy control,” IEEE Internet of Things Journal, vol. 3, 

no. 5, pp. 745-756, 2016.  

[8] J. Shu and X. Jia, “Secure Task Recommendation in 

Crowdsourcing,” in Proceedings of IEEE GLOBECOM 2016, 

2016, pp. 1-6.  

[9] J. Shu, X. Jia, K. Yang, and H. Wang, “Privacy-

Preserving Task Recommendation Services for 

Crowdsourcing,” IEEE Transactions on Services Computing, 

2018, doi: 10.1109/TSC.2018.2791601.  

[10] D. Song, D. Wagner, and A. Perrig, “Practical techniques 

for searches on encrypted data,” in Proceedings of IEEE S&P 

2000, 2000, pp. 588-593.  

[11] J. Li, Q. Wang, C. Wang, N. Cao, K. Ren, and W. Lou, 

“Fuzzy keyword search over encrypted data in cloud 

computing,” in Proceedings of IEEE INFOCOM 2010, 2010, 

pp. 1-5.  

[12] C. Wang, N. Cao, J. Li, K. Ren, and W. J. Lou, “Secure 

Ranked Keyword Search over Encrypted Cloud Data,” in 

Proceedings of IEEE ICDCS 2010, 2010, pp. 253-262.  

[13] Z. Fu, K. Ren, J. Shu, X. Sun, and F. Huang, “Enabling 

Personalized Search over Encrypted Outsourced Data with 

Efficiency Improvement,” IEEE Transactions on Parallel and 

Distributed Systems, vol. 27, no. 9, pp. 2546-2559, 2016.  

[14] T. Moataz and A. Shikfa, “Boolean symmetric 

searchable encryption,” in Proceedings of the 8th ACM 

SIGSAC symposium on Information, computer and 

communications security, 2013, pp. 265-276.  

[15] D. Wang, X. Jia, C. Wang, K. Yang, S. Fu, and M. Xu, 

“Generalized pattern matching string search on encrypted 

data in cloud systems,” in Proceedings of IEEE INFOCOM 

2015, 2015, pp. 2101-2109.  

[16] D. Boneh, G. D. Crescenzo, R. Ostrovsky, and G. 

Persiano, “Public key encryption with keyword search,” in 

Proceedings of Advances in Cryptology-Eurocrypt 2004, 

2004, pp. 506-522. 



|| Volume 4 || Issue 12 || DECEMBER 2019 |      ISO 3297:2007 Certified                                     ISSN (Online) 2456-3293 

                                                                     WWW.OAIJSE.COM                                                           13 

 [17] D. Boneh and B. Waters, “Conjunctive, subset, and 

range queries on encrypted data,” in Proceedings of Theory of 

Cryptography Conference, 2007, pp. 535-554.  

[18] E. Shi, J. Bethencourt, T. H. Chan, D. Song, and A. 

Perrig, “Multidimensional range query over encrypted data,” 

in Proceedings of IEEE S&P 2007, 2007, pp. 350-364.  

[19] R. Curtmola, J. Garay, S. Kamara, and R. Ostrovsky, 

“Searchable symmetric encryption: improved definitions and 

efficient constructions,” Journal of Computer Security, vol. 

19, no. 5, pp. 895-934, 2011.  

[20] D. Cash, S. Jarecki, C. Jutla, H. Krawczyk, and M. 

Steiner, “Highlyscalable searchable symmetric encryption 

with support for boolean queries,” in Proceedings of 

Advances in Cryptology-CRYPTO 2013, 2013, pp. 353-373. 

 

 

 


