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Abstract: The conventional Know Your Customer (KYC) onboarding paradigm relies predominantly on centralized data silos,
creating vulnerable honeypots that expose sensitive consumer information to systemic breaches while incurring immense
redundant operational costs for financial institutions. While Distributed Ledger Technology (DLT) offers immutability and
decentralized trust, it introduces a "Blockchain-Privacy Paradox,” wherein the transparent nature of public ledgers directly
conflicts with stringent data privacy mandates such as the GDPR. This paper proposes Zident, a novel, privacy-preserving e-KYC
verification framework that decouples data storage from cryptographic validation. By integrating the InterPlanetary File System
(IPES) for decentralized off-chain storage of AES-encrypted documents and utilizing zk-SNARKs (Zero-Knowledge Succinct Non-
Interactive Arguments of Knowledge) for mathematical fact-attestation, Zident enables institutions to verify customer attributes
without accessing raw identity data. Empirical results demonstrate a substantial reduction in on-chain storage bloat and sub-2-

second validation latencies, establishing a legally compliant, highly scalable digital identity infrastructure.
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L. INTRODUCTION

The Know Your Customer (KYC) process is a universally
mandated regulatory framework designed to verify client
identities, assess financial risk, and combat illicit activities such
as money laundering [1]. In current enterprise architectures, KYC
procedures are largely centralized, requiring customers to
repeatedly submit unencrypted, raw identity documents to
disparate institutional silos. This architecture is economically
inefficient, costing global financial sectors billions of dollars
annually in redundant verification overhead [10]. More critically,
the aggregation of Personal Identifiable Information (PII) on
centralized cloud servers creates high-value targets for cyber-
attacks, frequently resulting in catastrophic data breaches [4].

The advent of Distributed Ledger Technology (DLT) has
provided a foundational mechanism to eliminate single points of
failure through decentralized consensus. However, deploying
KYC systems directly onto public blockchains introduces a
critical "Blockchain-Privacy Paradox" [21]. The inherent
transparency and immutability of a blockchain mean that storing
PII on-chain permanently violates modern data protection
directives, notably the European Union’s General Data Protection
Regulation (GDPR) Right to Erasure.

To bridge this technological and regulatory divide, this paper
introduces Zident, a hybrid blockchain architecture. Zident shifts
the identity paradigm from data-sharing to mathematical fact-
attestation. By employing Zero-Knowledge Proofs (ZKPs) and
decentralized file storage, the system ensures that verifying
institutions receive mathematically guaranteed Boolean outcomes
(True/False) regarding a user's identity claims, without ever
exposing the underlying physical documents or metadata to the
network.
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II. LITERATURE SURVEY
The integration of blockchain for identity management has
evolved through several architectural phases. Early research by
Soltani et al. [14] and Bandara et al. [5] established the principles
of Self-Sovereign Identity (SSI), utilizing frameworks like
Hyperledger Indy to return data ownership to users. However,
these early models often relied on high-privilege trustee nodes,
introducing pseudo-decentralization.
To optimize ledger storage, Mamun et al. [12] and Li et al. [20]
proposed coupling the InterPlanetary File System (IPFS) with
blockchain networks, successfully demonstrating that storing
large documents off-chain and anchoring cryptographic hashes
on-chain drastically reduces network gas fees. Furthering data
protection, Fugkeaw [9] applied Ciphertext-Policy Attribute-
Based Encryption (CP-ABE), and Sundareswaran et al. [15]
implemented Lempel-Ziv compression with AES encryption to
protect IPFS payloads. Despite these optimizations, traditional
symmetric and asymmetric encryption models inherently require
the relying party to decrypt and view the raw document to
perform verification, fundamentally violating the principle of data
minimization.
Addressing cryptographic anonymity, Gao et al. [2] developed the
AASSI protocol utilizing redactable signatures; however, the
computational overhead proved prohibitive for high-throughput
institutional applications. Concurrently, Jayabalan and Jeyanthi
[18] successfully demonstrated the use of Chainlink decentralized
oracles to bridge private Hyperledger networks with public
Ethereum contracts. Zident synthesizes these advancements,
leveraging the storage efficiency of IPFS [20], the interoperability
of oracle networks [18], and securing the validation pipeline with
the absolute mathematical masking of zk-SNARKSs [21].
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III. PROBLEM STATEMENT
Current digital onboarding systems suffer from an architectural
dichotomy. Centralized systems compromise user security and
create massive financial redundancies, while decentralized public
ledgers violate consumer privacy laws by permanently exposing
transactional metadata and unencrypted hashes to all network
participants [8]. The core problem lies in the inability of existing
frameworks to facilitate trustless, multi-party identity validation
without compelling the user to share the raw document or its
decryption key. Furthermore, immutable blockchain architectures
lack native mechanisms to comply with the GDPR "Right to
Erasure." Therefore, an architecture is required that enforces
absolute data minimization, reduces on-chain storage costs, and
enables verifiable data revocation.

IV. PROPOSED SYSTEM

The proposed Zident framework resolves the Blockchain-Privacy
Paradox through a decoupled architecture that separates payload
storage from mathematical execution. The system workflow is
orchestrated via Solidity smart contracts deployed on an EVM-
compatible network.
A. Architectural Overview
The architecture consists of three core planes:
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1. Application Plane: A client-side React interface that
manages the user's Web3 wallet (MetaMask), local AES-
256-GCM encryption, and the compilation of zero-
knowledge constraints.

2. Storage Plane: The IPFS peer-to-peer network, which
hosts the encrypted identity payloads and returns a
unique 256-bit Content Identifier (CID).

3. Consensus Plane: The smart contract layer
(KYCVault.sol and Verifier.sol), responsible for
anchoring the CID and mathematically validating proof
submissions.

B. Data Processing and Proof Generation
To ensure data minimization, the user’s physical document is
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encrypted locally. Only the resulting CID is anchored to the
blockchain. When an institution requests an identity attribute (e.g.,
verifying a user is over 18), the ZoKrates framework compiles the
user's private inputs into a Rank-1 Constraint System (R1CS),
transforming the logic into a Quadratic Arithmetic Program
(QAP). The client application generates a succinct zk-SNARK
witness (Proof $\pi$).

C. Cryptographic Verification Handshake

[Sequence Model: Multi-Party Verification Handshake]

User Nallet| | IPFS Daemonl |Smart Contract| |Verifier Terminal ‘ |ZKP Engine

1. AES Encrypt

2, Return CID Hash

o4
&

3. Log Hash String Parameters

h 4

4. Request Token

5. Alert Trigger

6. Local Math Circuit Verification Execution

»

7. Return Proof

o

8, Sign Consent Receipt Statement

h 4

9. Pass Outcome

Figure 3 Sequence Diagram

Upon receiving the Proof $\pi$, the smart contract executes a
bilinear pairing equation over an elliptic curve. If the
mathematical constraints are satisfied, the contract state updates
to reflect a successful verification. Because the verifier never
receives the AES key, the raw data remains entirely secure. To
achieve GDPR compliance via "crypto-shredding," if a user
revokes consent, their local wallet deletes the AES decryption
key. Consequently, the IPFS ciphertext becomes permanent
cryptographic noise, rendering the immutable on-chain CID
functionally erased.
V. DISCUSSION AND FINDINGS

Empirical evaluations of the Zident framework demonstrate
highly favorable operational metrics regarding scalability, cost,
and latency:

e Storage Optimization: Transitioning data storage to
IPFS reduced the on-chain data footprint from an
average of 4MB per document to exactly 78 bytes
(comprising the CID hash and mapping struct). This
represents a $>99\%$ reduction in potential ledger
storage bloat and corresponding gas fees.

e Computational Latency: The generation of the zk-
SNARK witness on a standard multi-core client device
required approximately 2.1 seconds. Once submitted to
the network, the smart contract evaluated the complex
elliptic curve pairings in $O(1)$ time, averaging 1.8
seconds for final confirmation.

e Security Viability: Static analysis of the smart contracts
verified resilience against re-entrancy and integer
overflow attacks. Furthermore, network packet telemetry
confirmed that zero plaintext PII parameters were
broadcasted across the network during the validation
handshake.

VI. FUTURE SCOPE
Future iterations of the Zident framework will prioritize
integration with Layer-2 zk-Rollup infrastructures to bundle
thousands of KYC verifications into single transactional batches,
significantly reducing institutional gas expenditures. Furthermore,
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research will focus on transitioning the current elliptic curve
cryptography (BN254) toward Lattice-Based Post-Quantum
Cryptographic primitives to secure the identity network against
future decryption capabilities inherent to quantum computing
architectures. Finally, the exploration of Fully Homomorphic
Encryption (FHE) will allow smart contracts to execute complex
credit-scoring algorithms directly on encrypted data arrays.

VII. CONCLUSION
The pervasive reliance on centralized repositories for digital
identity verification has proven unsustainable, fostering systemic
security vulnerabilities and redundant compliance costs. While
distributed ledgers inherently resolve centralization, their
transparency conflicts with necessary data privacy standards. The
proposed Zident framework successfully mitigates this
"Blockchain-Privacy Paradox." By decoupling data storage via
encrypted IPFS nodes and facilitating trustless validation through
zk-SNARK mathematical circuits, Zident establishes a paradigm
where institutions can reliably verify facts without acquiring
sensitive data. Ultimately, this framework delivers a scalable,
legally compliant, and cryptographically secure foundation for the
future of digital onboarding and decentralized finance.
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