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Abstract: Blockchain has already reshaped how we approach security, traceability, and decentralization in traditional sectors like 

finance and supply chain. But its application in space missions is still evolving — and facing a very different set of constraints. While 

the potential is massive, the reality is that most existing consensus protocols like Proof of Work (PoW), Proof of Stake (PoS), and 

PBFT were never designed to handle high-latency, power-constrained, and intermittently connected environments like space.This 

paper presents a structured review of consensus algorithms from both terrestrial and aerospace research, with a focus on identifying 

their suitability for space missions. Special attention is given to models like SAGIN, which introduced blockchain in Space-Air-

Ground networks but still fall short under deep-space conditions. Through this review, we highlight critical gaps—like the absence 

of delay-tolerant validation, adaptive trust scoring, and role-based node architecture—that directly led to the development of the 

POAST framework. Our goal is to establish a strong literature-backed foundation that justifies why space missions need a purpose-

built, permissioned consensus protocol like POAST, instead of retrofitting existing terrestrial models. 
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I. INTRODUCTION 

Blockchain is no longer a concept limited to Bitcoin or 

cryptocurrencies. In the past decade, it has emerged as a secure, 

distributed platform for handling sensitive data across a wide 

range of industries — including healthcare, logistics, defense, and 

now, aerospace. Its key advantage lies in providing a tamper-

proof, transparent ledger where no single entity has full control — 

which makes it especially valuable in multi-organization or 

decentralized systems. 

Space missions, particularly those involving inter-agency 

collaboration (like NASA–ISRO or ESA–JAXA partnerships), 

face an increasing need for autonomous, traceable, and trustable 

communication. The more complex the mission becomes — say, 

a deep-space rover sending critical anomaly data, or multiple 

satellites adjusting orbital paths without ground contact — the 

more we need decentralized logic. Blockchain appears to be the 

right fit. But here’s the problem: traditional consensus models 

were never meant for space. 

Most popular blockchain protocols assume near-instant 

connectivity, continuous uptime, and reliable power sources — all 

of which break down in a real space environment. For example, 

what happens when a node goes silent for hours due to orbit 

shadow or radiation interference? What if the validator is halfway 

across the solar system and signal round-trip takes 40 minutes? 

PoW and PoS have no solution for that — and even PBFT fails 

when synchronous voting isn’t possible. 

This review paper doesn’t just list what exists — it dives deeper 

into why what exists doesn’t work in space. We examine key 

consensus models, study specialized aerospace frameworks like 

SAGIN, and build a direct bridge to the gaps that led to the 

creation of POAST. More than just academic insight, this paper 

serves as a reality check for any researcher or space agency 

considering blockchain deployment beyond Earth orbit. 

II.Overview of Blockchain Consensus Mechanisms 

Blockchain systems rely heavily on consensus protocols — the 

logic that allows multiple nodes to agree on a single version of 

truth. In the absence of a centralized authority, consensus ensures 

that transactions are valid, blocks are trustworthy, and data 

remains tamper-proof. Over time, several consensus algorithms 

have been developed, each trying to balance security, speed, 

decentralization, and resource usage. However, most of them are 

built for Earth-based networks with stable infrastructure — not for 

satellites, space probes, or deep-space rovers. 
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Below is an overview of the major consensus mechanisms that 

dominate blockchain today, along with why they’re relevant — 

and limited — when it comes to space. 

2.1 Proof of Work (PoW) 

PoW was the first widely used consensus model, introduced by 

Bitcoin. It relies on solving complex cryptographic puzzles that 

require significant computational effort. The node that solves the 

puzzle gets to add the next block and earn a reward. 

 Strengths: Highly secure, resistant to Sybil attacks 

 Weaknesses: Extremely power-hungry, high latency, 

not delay-tolerant 

Space Impact: Not feasible. A satellite or rover can’t afford to 

spend precious battery solving SHA-256 hashes. Power is limited 

and needs to be prioritized for core mission functions. 

2.2 Proof of Stake (PoS) 

PoS replaces computation with capital. Validators are selected 

based on the amount of stake (coins/tokens) they hold and are 

willing to lock. The higher the stake, the higher the chance to 

validate the next block. 

 Strengths: More energy-efficient than PoW, faster 

confirmation 

 Weaknesses: Still assumes constant connectivity and 

online staking management 

Space Impact: Not reliable. If a Mars node goes offline during 

stake validation, the chain becomes inconsistent. Also, stake-

weighted voting doesn’t align with mission-based equality (all 

space nodes are not economically ranked). 

2.3 Practical Byzantine Fault Tolerance (PBFT) 

PBFT is based on multiple rounds of message exchange and 

majority agreement among nodes. It works well in systems where 

nodes are known, limited in number, and communication is near-

instant. 

 Strengths: Good for permissioned networks, fault-

tolerant up to 1/3 node failure 

 Weaknesses: Heavy communication overhead, not 

scalable, not delay-tolerant 

Space Impact: Not scalable in space. In a deep-space setting, 

even a simple 5-node PBFT round may take 10–30 minutes per 

consensus. That’s too slow for critical decision-making. 

2.4 DAG-Based Protocols (e.g., IOTA, Nano, Hashgraph) 

Instead of using a traditional linear blockchain, DAG (Directed 

Acyclic Graph) structures store transactions in a web-like graph, 

where each new transaction confirms previous ones. 

 Strengths: Lightweight, scalable, no mining 

 Weaknesses: Causality issues in low-traffic or 

disconnected networks 

Space Impact: Fails in sparse, disconnected networks. DAG 

needs continuous flow of transactions to maintain stability — 

which isn’t realistic for isolated probes or low-bandwidth relay 

systems. 

 2.5 Other Models (RAFT, DPoS, Hybrid) 

Some networks use simplified consensus models like RAFT (used 

in private networks) or Delegated Proof of Stake (DPoS), where 

block producers are elected via voting. 

 Strengths: RAFT is fast and reliable in centralized, 

private systems 

 Weaknesses: Not resilient to malicious behavior; DPoS 

suffers from centralization risks 

Space Impact: Useful in ground control environments (e.g., 

private relay chain), but not suitable for fully autonomous or 

heterogeneous space missions. 

III, Limitations in Space Communication Systems 

Blockchain looks powerful on paper — but that’s mostly paper 

written for Earth. When the same assumptions are tested in real 

space missions, everything changes. Space doesn’t just stretch 

distance; it breaks the rules of delay, uptime, and trust. This 

section breaks down the core challenges that make traditional 

consensus mechanisms nearly impossible to apply without major 

redesign. 

3.1 Latency, Delay, and Clock Drift 

On Earth, blockchain systems assume millisecond-level network 

communication. In space, the reality is drastically different. 

 Earth to Moon → 1.2 seconds (one-way) 

 Earth to Mars → 5 to 20 minutes (depending on orbit) 

 Deep space → Even longer, with signal degradation 

In most blockchain protocols, delays in node response lead to 

timeouts, rejected blocks, or invalidated consensus. Also, 

without a common clock (like GPS-based sync), nodes drift out 

of sync, creating inconsistent block timestamps and invalidating 

ledgers. 

Space Reality: Nodes can’t wait for each other. Consensus must 

happen within tolerance of delay not against it. 

3.2 Node Dropout and Intermittent Connectivity 

In terrestrial systems, nodes are assumed to be "always-on." But 

in space: 

 A satellite may go behind a planet 

 A rover may shut down during solar storms 

 Ground stations may miss relay windows 

These are not faults — they are normal operating conditions. 

But existing consensus models treat node silence as failure or 

attack. 

Space Reality: A node not responding isn’t malicious — it might 

just be in hibernation, transit, or blackout. The system must be 

built to handle expected silence without collapse. 

3.3 Energy and Computational Constraints 

Space hardware isn't built for mining or stake-heavy operations. 
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 Most spacecraft use low-power edge-class CPUs 

 Energy is drawn from solar panels or limited onboard 

batteries 

 Power must be prioritized for sensors, comms, and 

maneuvering — not cryptography 

PoW-style hash mining or complex PBFT voting cycles can drain 

energy budgets, risking mission failure. 

Space Reality: Consensus must be lightweight and energy-

optimized, not resource-hungry. 

3.4 Synchronous Assumptions in Consensus Models 

Protocols like PBFT, PoS, and even DAG assume: 

 Near-real-time message delivery 

 Reliable acknowledgment 

 Continuous gossip or voting exchange 

In space, message loops can take hours, and delays may not be 

symmetric. Some nodes might validate blocks from the future (due 

to timestamp mismatch), breaking chain integrity. 

Space Reality: Synchronous logic breaks. Only asynchronous or 

epoch-based designs can survive the latency environment. 

Table 1: Traditional consensus logic assumes 

Assumption Reality in Space 

Instant messaging Minutes to hours of delay 

Constant uptime Intermittent blackout 

High compute power Low-power CPU + battery 

Always online Nodes go offline often 

Global clock sync Time drift is unavoidable 

These gaps don’t mean blockchain isn’t possible in space — they 

mean we need a new design philosophy, not just an optimized 

Earth model. 

IV. Review of Space-Focused Blockchain Architectures 

While traditional blockchain protocols dominate on Earth, 

researchers have begun experimenting with blockchain in 

aerospace and near-space domains.  

Some models show early promise, especially in low-earth or relay-

based systems. But when we evaluate them under the lens of real 

deep-space mission requirements — latency, disconnection, fault 

tolerance limitations begin to surface. 

 4.1 SAGIN – Space-Air-Ground Integrated Network (Sun et 

al., 2020) 

 

Figure 1 : Space-Air-Ground Integrated Network 

SAGIN is arguably one of the most cited early efforts to bring 

blockchain into space-related communication. It proposed a 

collaborative architecture that integrates space, aerial, and 

ground nodes into one distributed system, using a hybrid of DPoS 

and BFT consensus. 

Strengths: 

 Introduced hierarchical thinking (Space–Air–Ground) 

 Permissioned access via known nodes 

 Focused on security for IoT and mission data 

Weaknesses: 

 Designed mostly for near-Earth scenarios 

 Still depends on frequent communication and time 

sync 

 Not suitable for missions with long delays or blackout 

periods 

 No support for trust-based adaptive validation 

SAGIN was a huge step forward — but still assumes the kind of 

connectivity we simply don’t have in deep-space environments 

like Mars or beyond. 

4.2 DAG and Hashgraph-Based Models (e.g., IOTA, Hedera) 

These models replace linear chains with a graph of transactions, 

allowing parallel confirmations and faster throughput. Some 

academic efforts explored DAG models for satellite-to-satellite 

communication. 

Strengths: 

 Low power usage 

 No mining or block producers 

 Ideal for rapid, lightweight messaging 

 Weaknesses: 

 Highly sensitive to transaction volume 

 Causality issues when connectivity is low 
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 Cannot handle disconnected node validation reliably 

DAG may work in a dense satellite mesh around Earth, but not 

when a node (e.g., a deep-space probe) goes silent for hours. 

4.3 Private Blockchain Trials (NASA, ESA, ISRO) 

Some agencies have begun private blockchain testing in 

simulation labs and secure environments: 

NASA experimented with blockchain for satellite data integrity 

and command traceability. 

ESA proposed smart contracts for orbital task scheduling. 

ISRO explored blockchain for ground station communication logs 

and event tracking. 

Common Limitations: 

 These were private/internal ledgers, not open 

consensus models 

 Mostly tested in terrestrial or simulated near-space 

environments 

 Did not factor in multi-node fault tolerance or trust 

scoring logic 

These studies are foundational — but they stopped short of 

creating a truly autonomous, multi-node, public/permissioned 

consensus for deep-space missions. 

Table 2:  Comparative Snapshot: Existing Space Blockchain 

Models 

Model / 

Study 
Core Idea Good For Fails At 

SAGIN 

(Sun et al.) 

BFT + DPoS 

in 3-tier 

network 

Near-Earth 

IoT mesh 

Deep-space 

disconnection, 

trust dynamics 

IOTA / 

Hashgraph 

DAG-based 

async ledger 

LEO satellite 

sync 

Sparse 

networks, 

offline node 

support 

NASA 

Smart 

Contracts 

Orbital event 

automation 

Internal 

control logs 

Public 

validation, trust 

delegation 

ESA 

Scheduling 

Satellite 

coordination 

with SCs 

Simulation 

environments 

Faulty nodes, 

latency 

tolerance 

ISRO 

Ground Log 

Trials 

Event 

traceability 

via 

blockchain 

Local ground 

audits 

Multinode live 

consensus, 

autonomy 

Insight: 

Most of these efforts show real potential — but they either: 

 Work only in near-Earth or high-connectivity 

conditions, 

 Lack adaptive trust logic, 

 Or skip full consensus altogether by assuming 

centralized control. 

That’s exactly where POAST begins — not by modifying these 

models, but by filling the specific, overlooked gaps they left 

behind. 

V. Research Gaps & Motivation for POAST 

After reviewing existing consensus models and space blockchain 

architectures, one thing becomes clear:While several models show 

partial applicability in aerospace systems, none offer a full-stack 

solution tailored to the unique operational challenges of deep-

space missions. 

What’s missing is not just a tweak to existing protocols — but an 

entirely new design philosophy. 

Below are the critical gaps identified during this review, which 

directly led to the conceptualization of POAST (Proof of 

Authenticated Space-Time). 

5.1 No Native Delay-Tolerant Consensus Logic 

 Most traditional systems rely on real-time validation. 

 PBFT requires multiple voting rounds within 

milliseconds or seconds. 

 DAG assumes constant message flow for stability. 

Problem: None of them can handle 10–30 minute signal delays 

between nodes, or one-way communication with hours of silence. 

POAST Response: Epoch-based validation model that decouples 

consensus from real-time communication and clock sync. 

5.2 Lack of Role-Based Node Architecture 

 All major protocols assume flat peer-to-peer networks. 

 There is no distinction between a ground station, 

satellite, or deep-space probe. 

Problem: In reality, these nodes have vastly different trust levels, 

energy availability, and connectivity quality. 

POAST Response: Introduces a three-tier hierarchy (Ground, 

Relay, Space) — each with defined roles, behaviors, and influence 

on consensus. 

5.3 Absence of Trust-Score Driven Validation 

 PoS uses stake-based eligibility, which is irrelevant in 

space. 

 PBFT assumes equal trust among nodes. 

 No reviewed system penalizes dropouts or rewards 

consistent behavior. 

Problem: Without trust modeling, faulty or misbehaving nodes 

can repeatedly disrupt validation or waste energy on being 

included in quorum. 
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POAST Response: Implements identity-bound trust scores that 

evolve based on uptime, past performance, and vote accuracy — 

directly impacting node selection. 

5.4 No Support for Autonomous Consensus in Disconnected 

Scenarios 

 NASA's private blockchain experiments rely on human 

intervention or ground station finalization. 

 DAG models break when nodes go fully offline. 

 SAGIN still needs inter-layer sync to maintain 

consistency. 

 

Figure 2: POAST Gaps and Solutions Matrix 

Problem: In deep space, nodes must function autonomously — 

with or without constant ground support. 

POAST Response: 

 Smart contracts are triggered locally 

 Transactions can be validated within isolated epochs 

 Final sync happens only when connectivity returns — 

without breaking integrity 

5.5 No Lightweight, Mission-Grade Consensus Design 

 PoW and PBFT are either too heavy or too chatty. 

 DAG models still require constant gossip and cache 

memory, which is not always available in satellites or 

probes. 

Problem: Missions can’t spare energy or computation just to run 

consensus — especially for tasks like validation logs or resource 

tracking. 

POAST Response: 

 Focuses on lightweight block sizes, compact transaction 

metadata 

 Local validation → no global flooding 

 Prioritizes functionality under energy constraints 

 

Gap Area 
Existing 

Models 

Problem in 

Space 
POAST Solution 

Delay Tolerance 
PBFT, 

DAG 

Fail under 

high latency 

Epoch-based 

voting with async 

sync 

Role-Based 

Network 
None 

Flat trustless 

topology 

Ground–Relay–

Space node 

classification 

Trust Evolution 
PoS 

(partial) 

No behavior 

tracking 

Dynamic trust 

scoring per epoch 

Offline Autonomy None 

Nodes fail 

during 

blackout 

Local SC + epoch 

sync after 

reconnection 

Energy/Compute 

Overhead 

PoW, 

PBFT, 

DAG 

Too heavy 

for 

probes/sats 

Lightweight 

blocks + low-

power validation 

VI. Mapping Literature to Research Objectives 

Every well-structured PhD begins not with a proposal, but with a 

problem. That problem — in your case — was clearly seen in the 

gaps within existing blockchain literature applied to space. In this 

section, we map those observed limitations to the nine research 

objectives that shaped the development of POAST. 

This makes your thesis not only innovative, but justified through 

the literature — a requirement most reviewers actively look for. 

 6.1 Literature–Objective Mapping Table 

Research Objective 

(RO) 

Gap Identified in 

Literature 

Relevant Works 

Reviewed 

RO1: Design 

POAST for 

permissioned space 

blockchain 

No existing protocol 

is designed 

specifically for space 

networks 

Sun et al. 

(SAGIN), PBFT 

papers, Jariwala 

(2024) 

RO2: Optimize 

latency & 

synchronization 

DAG, PBFT fail 

under 10–30 minute 

delays and lack async 

consensus 

IOTA, PBFT, 

Hyperledger in 

ESA trials 

RO3: Strengthen 

POAST against 

cyber threats & node 

No trust scoring / 

node history-based 

validation in existing 

PoS, PBFT, 

NASA smart 

contract trials 
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Research Objective 

(RO) 

Gap Identified in 

Literature 

Relevant Works 

Reviewed 

failures models 

RO4: Achieve 

energy & 

computation 

efficiency 

PoW and DAG 

models consume high 

power or require 

constant comms 

PoW, DAG, Sun 

et al., NASA 

satellite test 

reports 

RO5: Benchmark 

POAST vs existing 

protocols 

Comparative studies 

rarely simulate 

disconnection + delay 

+ fault + energy 

combo 

Molesky et al. 

(Space Object 

Ledger), Hedera 

RO6: Develop 

mission-grade 

permissioned model 

Most blockchains are 

public or loosely 

private — no strong 

agency-grade access 

controls 

Fabric in 

industry, PoS 

models in 

aerospace papers 

RO7: Implement 

identity-based trust 

and access 

Static trust 

assumptions; no real-

time performance-

based access control 

PBFT, DPoS, 

DAG — all 

assume equal or 

static trust 

RO8: Enable smart 

contract automation 

in space 

NASA/ESA smart 

contract trials were 

private, limited to 

Earth-bound testbeds 

NASA 2021–22 

trials, ESA task 

scheduling 

studies 

RO9: Create 

scalable architecture 

for future missions 

SAGIN doesn’t scale 

to deep-space, and 

DAG models collapse 

in low activity nodes 

SAGIN, DAG-

IOTA, ESA-

SpaceCom 

architecture docs 

6.2 Example Explained (RO3): 

Literature Issue: 

In PBFT, even if a node constantly fails or votes wrong, it’s not 

excluded from future rounds. 

Your Objective RO3: 

POAST introduces dynamic trust scoring, punishing dropouts and 

malicious behavior by reducing validator eligibility. 

This is the kind of clean, cause-effect reasoning that reviewers 

love to see — especially in review-based papers. 

6.3 Final Justification Flow 

Every POAST objective wasn’t randomly designed — it is a 

direct response to peer-reviewed weaknesses, 

backed by references, simulation, and architectural redesign. 

This makes POAST not just innovative — but necessary. 

 

 

VII. Summary and Future Scope 

7.1 Summary of Literature Gaps 

This review paper explored the growing role of blockchain in 

space communication systems and dissected the core limitations 

of existing consensus mechanisms such as PoW, PoS, PBFT, 

DAG, and hybrid models. Through a careful study of models like 

SAGIN and other aerospace experiments (by NASA, ESA, and 

ISRO), it became evident that while these efforts are 

commendable, none of them address the full operational 

complexity of deep-space missions. 

We found consistent weaknesses across the literature: 

 Poor tolerance to delay and disconnection 

 Overdependence on energy and synchronization 

 Lack of dynamic trust management 

 Flat network assumptions with no role separation 

 Little to no support for autonomous smart contract 

triggers in space 

These gaps are not minor — they are mission-critical. And they 

cannot be patched with minor tweaks. The blockchain ecosystem 

for space requires a fresh design, rooted in space mission 

constraints — not terrestrial assumptions. 

7.2 The Need for Space-Specific Blockchain Logic 

The current literature assumes that Earth-based models can be 

extended to space by “optimizing” latency or adjusting consensus 

intervals. This paper clearly demonstrates that such approaches 

are short-sighted. Delay-tolerant, role-aware, permissioned, and 

lightweight protocols must be engineered natively for space. 

POAST is not a fork or optimization of any existing model — it’s 

a result of the failures reviewed here. Its architecture, trust-

scoring, and epoch-based validation are a direct answer to every 

unsolved issue surfaced across academic and agency literature. 

7.3 Preparing for the Next Phase: POAST Simulation & 

Validation 

This paper forms the literature foundation for what follows next 

in our research: 

 A full simulation engine to test POAST under real 

mission parameters 

 Comparative benchmarking of POAST vs existing 

models 

 Use-case execution (e.g., Mars rover alert, satellite 

maneuver approval) 

 Evaluation of fault tolerance, energy efficiency, and 

consensus speed 

These will be detailed in Paper 3, focused on simulation, graphs, 

and performance metrics — based on the models proposed here. 

7.4 Closing Note 

Blockchain has a future in space — but only if we stop thinking 

like we’re on Earth. This review shows that the direction forward 

is clear: 
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Design for disconnection. Optimize for delay. Reward trust. 

Validate asynchronously. And above all — decentralize 

smartly. 

POAST is that direction — and the work ahead will show how 

theory becomes reality. 
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