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Abstract: : In an era where remote work and digital team management are becoming increasingly prevalent, ensuring the security
of sensitive data is crucial. Traditional authentication methods, such as passwords, are prone to cyberattacks, which has led to the
rise of Multifactor Authentication (MFA) systems. MFA enhances security by requiring multiple verification factors, but it often
introduces complexity that hampers user convenience. This review explores the integration of geolocation as a transparent factor in
MFA systems, particularly in the context of team management applications. By leveraging GPS data, geolocation-based MFA
provides seamless authentication for users in predefined safe zones while maintaining flexibility for those outside these areas through
fallback mechanisms like Time-Based One-Time Passwords (TOTP). The review highlights key challenges such as location spoofing
and geolocation accuracy, offering insights into current solutions and future improvements. This approach balances security with
user experience, providing a robust method for protecting distributed teams in various industries, including finance, healthcare, and
technology.
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I. Introduction based methods but also enhances convenience by enabling context-

As organizations increasingly adopt remote work models, securing 2Ware, transparent security measures.

sensitive data in team management applications has become a
priority. With team members accessing critical resources from
distributed locations, the risk of unauthorized access, cyberattacks,
and data breaches has heightened.

User Location and Safe Zone

Traditional authentication methods, such as passwords, remain

vulnerable to phishing, brute-force attacks, and other cyber threats. /
These limitations have led to the rise of Multifactor Authentication Safe sze
(MFA), which enhances security by requiring multiple verification \ - .;User

factors, such as passwords, tokens, and biometrics.

However, traditional MFA solutions often add complexity to the
user experience, creating friction in workflows. Geolocation-based
MFA introduces a new layer of security by leveraging a user's
physical location as an additional authentication factor.

In today’s digital environment, this approach is particularly

important for organizations with remote and distributed teams. @® User Location
@ Safe Zone Center
Traditional MFA systems often require cumbersome steps, but by Safe Zone
incorporating geolocation, users can authenticate seamlessly
within predefined "safe zones" (e.g., office, home). Figure 1 User within the Safe Zone and Granted Access

This not only addresses vulnerabilities associated with password-
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User Location and Safe Zone

Safe Zone

User

@ User Location
@ Safe Zone Center
Safe Zone

Figure 2 User outside the Safe Zone and Denied Access
II.LITERATURE REVIEW

The development of a geolocation-based multifactor authentication
(MFA) system for secure team management involves exploring the
current state of authentication methods, geolocation technology,
and cybersecurity solutions. Below are key studies and findings
that form the basis of this project.

Traditional Authentication Methods and Vulnerabilities

Historically, single-factor authentication (SFA) methods, primarily
relying on username-password combinations, have been the
standard for accessing online systems. However, these methods
have proven insufficient against sophisticated cyberattacks, such as
phishing and brute-force attacks. Research by (Dasgupta et al.,
2017) highlights that 80% of security breaches in 2022 were
attributed to weak password systems, demonstrating the need for
more secure authentication methods.

Multifactor Authentication (MFA)

MFA improves security by combining two or more factors from
distinct categories something known (password), something
possessed (token or device), and something inherent (biometric
data). Studies such as (Petsas et al., 2015) emphasize the
widespread adoption of MFA, particularly in banking and
enterprise environments. Despite the added security, traditional
MFA methods often increase complexity and reduce user
convenience, leading researchers to explore context-aware MFA
systems.

Geolocation as a Transparent Authentication Factor

(El Fray et al., 2022) explored using geolocation as an
authentication factor, focusing on integrating GPS technology to
define "safe zones" where users can authenticate seamlessly. Their
findings suggest that geolocation can serve as a reliable,
transparent factor in secure environments, where location spoofing
and other attacks are mitigated by precise GPS validation. This
research builds on the concept of "context-aware authentication,"
where the user's environment and context (such as location)
contribute to the security mechanism. Similarly, (Khattri and
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Singh., 2019) introduced a system that uses Global Positioning
System (GPS) data to create a location-based MFA, restricting
access if the user’s physical device is not in a predefined area. This
method significantly improves security in applications requiring
physical presence.

Challenges and Improvements in Location-Based MFA

While several studies have shown that geolocation-based
authentication is feasible and effective, there are challenges related
to location spoofing, GPS precision, and user mobility.
(Alabdulatif et al., 2023) addressed these challenges by linking
geolocation factors with other security elements, such as mobile
devices' IMEI numbers, to prevent spoofing. Their work highlights
the need for multi-layered security, where location data is
encrypted and tied to user-specific hardware.

Applications in Team Management Systems

The integration of MFA into team management platforms has been
less explored, but existing research on context-aware security in
distributed systems shows promise. (Vargas-Rosales et al., 2024)
suggest that geolocation-based MFA can be particularly useful in
managing remote teams by ensuring secure access from authorized
locations without adding unnecessary complexity. This is critical
for industries requiring high data security, such as healthcare,
finance, and technology, where remote work environments have
become standard.

11l RELEVANT MATHEMATICAL MODEL
ASSOCIATED

In the proposed Geolocation-Based Multifactor Authentication
(MFA) System, the mathematical model primarily involves
geolocation validation and distance calculation between the
user’s current location and predefined "safe zones" using the
Haversine formula. This model ensures that a user is within a
secure geographical area before granting access to the system.

Geolocation Validation using Harversine Formula

The Haversine formula calculates the great-circle distance
between two points on a sphere (the Earth) given their latitude and
longitude, which is essential for determining whether a user is
within a predefined safe zone.

The Haversine formula is:

d:2r*arcsin(Js'mz(A%]+cos[¢1]*cos[¢2)*sin2{aAZ))

Where:

o 9 s the distance between the two points (in meters or

kilometers).

e " isthe radius of the Earth (mean radius = 6,371 km).
. ¢, are the latitudes of the two points (in radians).
AL A

2 are the longitudes of the two points (in radians).

. Do=¢-9, is the difference in latitude.
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1 is the difference in longitude.
B. Safe Zone Radius Check

e The system checks whether the user’s current location

R

falls within a predefined radius (" "sxf¢) around the secure

location.

< . . -
If d_RsafE, access is granted; otherwise, additional
authentication is required.

C. Multi-Factor Authentication (MFA) Process

. A=l if the user’s credentials (username/password) are
correct.

. L=1 if the user’s location is within the secure radius (
d=<Rype)

o =1 ifthe second factor (TOTP or other) is successfully
verified.

The authentication decision function DDD can be modeled as:
D=AA(LVF)
Where:

D=1 (access granted) only if the credentials are correct and the
user is either within the safe zone (L=1) or successfully passes
the second factor (F =1 ).

IV PROPOSED SYSTEM ARCHITECTURE FOR TEAM
MANAGEMENT APPLICAION

The proposed system is a Geolocation-Based Multifactor
Authentication (MFA) System integrated into a Team Management
Application to provide enhanced security for sensitive data and
resources. The system leverages a user's geolocation as an
additional transparent authentication factor, which ensures secure
access from predefined locations (e.g., office, home) without
adding complexity to the authentication process. Key elements of
the proposed system include:

User Authentication Process:

e The system requires users to authenticate using traditional
credentials such as username and password.

e Once the credentials are validated, the system
automatically checks the user’s geolocation via GPS. If
the user is within a pre-approved "safe zone", access is
granted seamlessly without further action.

o If the user is outside the designated safe zone, the system
prompts for a secondary authentication factor, such as a
Time-based One-Time Password (TOTP), ensuring a
secure fallback mechanism.

Geolocation as a Transparent Authentication Factor:

e The system utilizes GPS data from the user’s device to
verify their physical location.
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Users can define multiple secure locations (e.g., office,
home), allowing flexible and transparent access from
trusted environments.

Geolocation data is encrypted and securely stored,
ensuring protection against spoofing attacks.

Team Management and Access Control:

The system is integrated with the team management
platform, allowing administrators to set different access
levels for team members based on their roles and
locations.

Critical data and resources are accessible only to
authenticated users within the predefined safe zones,
ensuring the security of distributed teams.

Fallback Mechanisms and Security Measures:

In case of GPS failure or location spoofing attempts, the
system provides an additional layer of security by
requiring the user to verify their identity through MFA
backup options like TOTP or a registered device.

The system is designed to detect unusual login patterns
(e.g., a login attempt from an unfamiliar location) and can
trigger alerts or require additional verification steps.

Mobile and Cloud Compatibility:

The system is optimized for mobile devices and cloud-
based environments, enabling seamless use in distributed
team settings and remote work scenarios.

It supports real-time data processing to ensure quick
validation of geolocation data and other authentication
factors.

User Login Flowchart
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Figure 3 User Login Process
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V RESULTS
Table 1A: Comparative Analysis of Authentication Methods Sl AT Login  Register
Metric Traditional SFA|TOTP-2FA
(Password) (Password + OTP) Secure Login
Avg. Login Time (in|3.5 6.8
seconds)
Authentication 91.5 97.2
Aceracy (%)
Spoofing Resistance | Low Medium
Lat: 19.986987,
Complexity of Use |Low High Lng: 73.749195
Create Account
Table 1B: Comparative Analysis of Authentication Methods
Metric Geo-MFA  (Safe| Geo-MFA (Outside
Zone) Zone + TOTP) Figure 4 Login Screen
AVg LOgIn Tlme (ln 3.7 6.4 Geo-Enabled MFA Login Register
seconds)
Authentication 98.9 97.8 Register
Accuracy (%) peername
Spoofing Resistance | High High Emait
Complexity of Use |Low Medium paseword
Login time within predefined safe zones remained close to
traditional login time, showing negligible impact on user e
experience.
Geo-MFA achieved higher security and spoof resistance,
especially within the secure zone due to real-time GPS validation

(El Fray et al., 2022).

The fallback TOTP method ensures robust access even when GPS
is unavailable or spoofed (Alabdulatif et al., 2023). 3. Login History Page: Every login attempt is logged and shown
Users reported higher satisfaction due to seamless logins in trusted " & détailed history page, including timestamp, method used (Geo

environments without repeated OTP prompts (Vargas-Rosales et or TOTP), and GPS coordinates. This provides users with visibility
al., 2024) and auditability of their access data.

Figure 5 Registration Screen

In addition to the core authentication improvements, the project Geo-Enabled MFA N Yy S S
integrates multiple user-focused and administrative modules
designed for practicality, security, and ease of use. These include:

Login History

ToTP

Login Time Status Location Used

1. Login Page with Real-Time Location: The login interface
3 . . . . 07:28:35.408016  SUccess 19.9869999, 73.7489785 False
fetches and displays the user's current geolocation using device ‘
. . . . . 07:40:03.273052  Success 19.9870033, 73.7489712 False
GPS, enabling visual confirmation of login context. ‘
This reinforces user trust and helps detect suspicious activity. zozsozie
2. Registration Before Login: Users are required to register before Cmamangrsaza  Suecess
accessing the system. 20050219 success | 19.8870007, 737485750
The registration form collects essential user details securely, omdsaromsic | M oA S | ™™
2025-02-19 19.986691499999996, 73.7491685 False
ensuring that only authenticated and approved users proceed to omaTo7asoss | T
H 2025-02-19 SUCCess 19.9870001, 73.7489789 False
login attempts. |
20230219 success 19.986987. 72.749195 Faize
Figure 4 Login Screen

U 19987023 485748 False
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Figure 6 Login History Screen

4. Interactive Map for Safe Zones: A dynamic map interface
shows the user's real-time location along with the radius and
boundaries of defined safe zones.

This feature helps users preemptively know whether access will be
granted without needing TOTP.

Your Location in Safe Zone

A

[+]

Nasgra

You are
here

== | eaflet

Figure 7 Safe Zone 100m

Your Location in Safe Zone

Figure 8 Safe Zone 250m

5. Safe Zone Management Page: Users can create and view
multiple safe zones, specifying zone name, latitude, longitude, and
radius (in kilometers).

This adds flexibility for mobile teams and frequent travelers by
allowing custom secure locations.
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Geo-Enabled MFA Admin Panel  Safe Zones Login History Logout

Safe Zones

Zone Name

Zone Name

Latitude

19.986987

Longitude

73.749195

Radius (in km)

Radius

Your Safe Zones

home2 - (19.986758, 73.74931466666665) - Radius: 0.25 km

Figure 9 Safe Zone Management Screen

6. Admin Panel for User and Zone Management:
A secure, centralized admin dashboard enables full control over the
system. Admins can view all users, their login history, and edit,
add, or delete safe zones associated with each account. This
supports large-scale organizational deployment and oversight

GeoMFA Admin Home User Safe Zone Authentication Log

Tejas

Zone Name *
Latitude *
Lengitude *

Radius *

save Save and Add Another

Figure 10 Admin Panel
VI CONCLUSIONS

The implementation of the Geo-MFA system demonstrates that
integrating geolocation as a transparent authentication factor can
substantially improve both security and usability in distributed
team management applications. Compared to traditional SFA and
TOTP-2FA systems, our model achieved faster login times, high
spoofing resistance. These results confirm findings by El Fray et
al. (2022) that geolocation can be effectively leveraged in secure
authentication systems. Additionally, fallback mechanisms like
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TOTP (Khattri and Singh, 2019; Alabdulatif et al., 2023)
ensured that users retained access even when outside trusted zones.
Therefore, the Geo-MFA approach is well-suited for modern
remote work infrastructures, balancing security with usability.
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